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INVESTIGATION

Can biometric template information be secured from
Identity theft without sacrificing matching perfor mance?

Why? < Biometric templates need to be safeguarded against
1dentity theft, and against invasions of privacy.

e Compromised biometric templates can be used 1n
spoofing attacks to access private information.

How? -« A secure method of storing and matching biometric
information stored on a smart chip device is used.
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SECURE MATCHING METHOD
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FEATURE REPRESENTATIONS
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RESULTS

 Performance 1s similar to more computationally demanding
unsecured fingerprint matchers.

e Computational requirements are within the boundaries of a
smart card chip specifications.

CONCLUSION

* [t iIspossibleto perform accurate finger print matching
without sacrificing perfor mance, and without risking the
compromise of biometric information.
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